
10 steps to protect sensitive practitioner data
Changes to healthcare landscape create potential pitfalls for hospitals and medical staff offices 

In the never-ending quest to improve healthcare qual-

ity and safety and decrease costs, public and private 

payers and accreditation bodies have raised the bar for 

healthcare organizations and practitioners by expecting 

them to comply with specific practice standards and pa-

tient outcomes in order to receive enhanced reimburse-

ment and continued accreditation. 

Pay-for-performance (P4P) programs and The Joint 

Commission’s standards for focused and ongoing perfor-

mance monitoring of practitioners are examples of initia-

tives generating large amounts of sensitive data that, in 

the wrong hands or if subject to discovery in a malprac-

tice or similar action, could provide a plaintiff’s attorney 

with significant documentation and evidence to prove a 

negligent credentialing claim.

More data generation, more risk 

P4P programs established by Medicare and commer-

cial insurance companies develop standardized measure-

ments for practitioners’ performance regarding specif-

ic patient conditions such as asthma, diabetes, coronary 

heart disease, and myriad others. Providers who show 

evidence of compliance with established protocols 

and patient outcomes are eligible to receive additional 

reimbursement. 

The Joint Commission (formerly JCAHO) now re-

quires that accredited hospitals develop ongoing profes-

sional practice evaluation (OPPE) and focused profes-

sional practice evaluation (FPPE) programs that rely on 

the use of evidence-based measurements for all medi-

cal staff members. The goal of OPPE is to continuously 

monitor whether practitioners already on the medical 

staff are currently qualified to exercise the clinical privi-

leges granted to them, whereas FPPE aims to use criteria-

based measures when assessing a practitioner’s compe-

tence before initially granting a privilege or when a red 

flag has been raised regarding competence. 

Joint Commission–suggested criteria include but are 

not limited to:

Patterns of blood and pharmaceutical use

Length of stay (LOS) patterns

Morbidity and mortality data

Use of consultants

Requests for tests and procedures

Clinical outcomes

The Joint Commission requires hospitals to adopt and 

apply one or more criteria and then monitor and mea-

sure the results. The accreditor’s expectation is that hos-

pitals will implement remedial measures as soon as they 

identify any substandard patterns rather than wait to re-

view and remedy practitioner outcomes every two years 

at reappointment. 

Enhanced efforts to track practitioner data 

P4P programs and OPPE/FPPE standards are only se-

lect examples of enhanced efforts, spurred in part by 

public demand for more transparent results, to iden-

tify outcomes and results so that payers and consum-

ers can make better-informed decisions about providers. 

To monitor compliance efforts and to educate practitio-

ners about how their practices measure up to identified 

standards, hospitals have designed computerized and 

other tracking methods that generate individualized and 

aggregate physician profiling data. For example, some 

programs look at major diagnoses (e.g., heart failure, car-

diac arrhythmia, angina, and percutaneous cardiovascu-

lar without acute myocardial infarction) and then evalu-

ate a practitioner’s performance by examining factors 

such as average LOS, average cost, mortality, complicat-

ing factors, outcomes, readmission, number of consul-

tants utilized, and drugs used. 

Individual results are compared with those of peers 

to determine whether the practitioner is performing on 

par with the peer group or is an outlier in one or more 

categories. The goal of this profiling exercise, especially 

as applied to outlier results, is to improve outcomes and 

modify practices where warranted. 
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Balancing sensitive data protection with duty 

to protect patients

Lost in the above-described efforts to improve health-

care quality and safety and decrease costs is the fact that 

hospitals and practitioners are generating increasing 

amounts of sensitive information about practitioners that 

a plaintiff could use against the hospital and/or its medi-

cal staff practitioners in a negligent credentialing claim. 

How? It is a fairly established law that hospitals have 

a duty to patients to ensure that practitioners are cur-

rently competent to exercise the clinical privileges the 

hospital grants to them. If a hospital grants privileges to 

an unqualified practitioner—or if the hospital knew (or 

should have known) that the practitioner was not quali-

fied based on internal or external studies, reports, or 

peer review analyses but took no action to limit or re-

move the privileges in question—the hospital may be 

found independently negligent if the practitioner is 

found negligent. 

 In order for a plaintiff to establish a breach of this du-

ty, he or she will request that the hospital provide copies 

of any and all information obtainable, including but not 

limited to:

Bylaws

OPPE and FPPE procedures

Physician profiling results

Use of P4P standards and outcomes

Peer review studies 

For example, if the plaintiff can use this information 

to establish that the hospital negligently granted privi-

leges to an outlier physician who consistently had high 

mortality results over the years as evidenced in his or her 

physician profiling reports, the hospital could be at risk. 

What materials are discoverable? Which are 

not protected by courts? 

It is common knowledge that bylaws and policies and 

procedures documents are discoverable. On the other 

hand, most states have adopted statutes that protect cer-

tain privileged and confidential reports, studies, minutes, 

and other documentation that fall under the statutory  
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definition of peer review materials. Each state has a differ-

ent statute and therefore a different standard, in addition 

to interpretive case law, that sets forth what is and is not 

discoverable. The problem is that most hospitals must 

rush to generate profiling and other data to fulfill P4P 

and accreditation requirements and have not taken into 

account whether their peer review statutes protect these 

reports or certain aspects of them. 

Moreover, hospitals often create these profiles through 

the use of software created by third-party vendors that 

do not distinguish between data that might be privileged 

and those that are not. Although courts generally recog-

nize the need to protect pure peer review information 

because of the accepted public policy need to encourage 

open and frank internal discussions about physician qual-

ity and performance, they tend to interpret the statutes 

strictly. For example, business, financial, risk manage-

ment, and similar reports prepared for non–peer review 

purposes are not usually protected if simply run through 

a peer review committee. On the other hand, reports that 

are specifically designed for or requested by a designat-

ed committee for a statutory peer review purpose stand a 

much greater chance of being treated as a protected and 

nondiscoverable document in the courts.

10 steps to legally protect sensitive information

So, what is a physician profiling report? It usual-

ly contains cumulative and individual results as well as 

sensitive and generic information. Would a plaintiff love 

to get his or her hands on this information? Absolutely. 

Will it be protected? That depends on what steps a hos-

pital has taken to maximize protection under its peer 

review statutes. The following are some important and 

practical steps a hospital and medical staff should consid-

er to protect against the discovery of sensitive informa-

tion that could be used against both parties in a malprac-

tice suit or other action (hospitals can and should use 

these steps in all instances in which they gather practi-

tioner data—not just in regard to P4P or OPPE/FPPE): 

List all relevant reports, studies, forms, analyses, pro-

filing data, etc., that a hospital uses in carrying out 
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its P4P, quality assurance, peer review, risk manage-

ment, credentialing, and similar functions. 

Identify those reports and information or portions 

thereof that, if accessible to a patient or plaintiff’s at-

torney, could be used to support a malpractice or cor-

porate negligent claim.

Identify all applicable state and federal confidentiality 

statutes, such as peer review, physician-patient, med-

ical record, HIPAA, attorney-client, business record, 

and others that arguably apply to this data set. 

Determine the scope of protections afforded un-

der the statutes and applicable case law, and/or the 

steps needed to at least assert a confidentiality argu-

ment, to the list referenced in step 1 in order to make 

an objective assessment about what data are likely to 

be protected and what may or will be discoverable. 

Identify documents, or portions of documents, that 

remain after completing steps 1–4, and determine the 

level of sensitivity of the remaining information.

If sensitive information remains, consider whether it 

can be moved to, consolidated with, or reauthorized 

by a peer review committee (or determine what other 

steps can be taken) to maximize protection under the 

applicable statutes.

Determine whether the remaining sensitive informa-

tion can be deidentified or aggregated without mini-

mizing its effectiveness.

Adopt bylaws, policies, and procedures that use stat-

utory buzzwords (e.g., “This report is privileged and 

confidential under the ________ Act because it has 
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been authorized for development and use by the ____ 

Committee for the purpose of reducing morbidity 

and mortality and to improve patient care”). This ac-

tion may be self-serving, but courts have held that 

not making this internal designation suggests that the 

hospital did not consider the document confidential. 

Consult with legal counsel in developing a plan—or  

at minimum meet with counsel regarding the final  

review of the plan. 

Update the plan as forms and the law change. 

 

By following these steps, a hospital and medical staff 

can better appreciate the manner in which it develops 

internally P4P and quality assurance information (e.g., 

information gathered through OPPE/FPPE) and wheth-

er there are additional ways to retain the confidential-

ity of the data to the extent possible. Following the pre-

ceding 10 steps likely will result in changes to the way 

your hospital generates and memorializes sensitive data, 

as well as modify the way it shares this information. Re-

member that not all information is protected under the 

statutes. However, too many hospitals are unnecessar-

ily making a plaintiff’s job easier by failing to understand 

where the confidentiality lines are being drawn. n

Editor’s note: Michael R. Callahan, an attorney and senior 

partner in the Healthcare Practice Group at Katten Muchin 

Rosenman, LLP, in Chicago, IL, can be reached by phone at 

312/902-5634 or via e-mail at michael.callahan@kattenlaw.

com.
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